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The story of worry… 



Alice Bob 

Eavesdropper 

The story of secrecy… 



SCYTALE 400BC 

ALBERTI’S DISC 1450 

ENIGMA 1940 

Is there a perfect cipher ? 



1011100 
11001010 
10010110 

plaintext 	



KEY	



cryptogram	



10010110 
11001010 
1011100 

1 0 0 1 0 1 1 0 

KEY	



cryptogram	



plaintext 	



One-time pad 



KEY 0 0 1 0 1 1 0 

?	



KEY 0 0 1 0 1 1 0 

miles away	



Key distribution problem 



Possible solutions 

PUBLIC KEY CRYPTOGRAPHY 

QUANTUM CRYPTOGRAPHY 

SECURITY BASED ON COMPUTATIONAL COMPLEXITY 
CAN BE BROKEN BY QUANTUM COMPUTERS 

POST-QUANTUM CRYPTOGRAPHY 

SECURITY BASED ON QUANTUM PHENOMENA  

SECURITY BASED ON NON-LOCALITY  



Origins of quantum cryptography 

Device independence etc 



Connections	



DEFINITION  OF EAVESDROPPING 



Polarization 

POLARIZATION IS AN INTRINSIC PROPERTY OF A PHOTON 

WE CANNOT JUST “MEASURE POLARIZATION” - WE CAN ONLY 
MEASURE POLARIZATION WITH RESPECT TO SOME SPECIFIED 

DIRECTION	



IN ANY MEASUREMENT WE CAN GET ONLY TWO RESULTS: +1 OR -1 	





Local realism!

Do photons have predetermined values  
of polarizations? 



Local realism is testable 

One of these terms is 0 and the other is ± 2 

A1,A2 B1,B2S = A1 B1 − B2( ) + A2 B1 + B2( )

S = ±2 −2 ≤ S ≤ 2hence 



Quantum theory versus local realism 

LOCAL REALISM IS TESTABLE 

1964 

Alain Aspect Institut d’Optique d’Orsay (1982)  

LOCAL REALISM IS REFUTED 

J.F. Clauser,  S.J. Freedman, 
E.S. Fry, A. Aspect, P. Grangier, 
G. Roger… 

1972-1982 

John S. Bell 



If A and B are θ  degrees apart Alice's and Bob's 

results agree with the probability sin2 θ
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Local realism is refuted 

A1,A2 B1,B2

Experimental fact 

Results agree:  
Results disagree:  

−2 2 ≤ A1B1 − A1B2 + A2B1 + A2B2 ≤ 2 2



Less reality more security 

PHOTONS DO NOT CARRY PREDETERMINED VALUES OF POLARIZATIONS 

IF THE VALUES DID NOT EXIST PRIOR TO MEASUREMENTS  THEY  
WERE NOT AVAILABLE TO ANYBODY INCLUDING EAVESDROPPERS 

TESTING FOR THE VIOLATION OF  
BELL’S INEQUALITIES TESTING FOR EAVESDROPPING = 

A. Ekert 1991	





Quantum Key Distribution 



  2
n equally probable keys

Security defined!

  
K ! 0,1{ }

n Eve’s information 

secret and uniformly distributed 



Intuition quantified 
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A1,A2 B1,B2
EVE 

S = A1B1 + A1B2 + A2B1 − A2B2

Pg ≤ 1−
1
2

S / 2( )2 −1

Bell inequalities and security!



Bell’s inequality & security revisited 

A1,A2 B1,B2

S = A1B1 + A1B2 + A2B1 − A2B2

+1 +1 +1 −1

Does nature allow such correlations? 



No spooky action at a distance 

P(x, y | A,B)
y
∑ = P(x | A,B)

P(x, y | A,B)
x
∑ = P(y | A,B)



Correlations galore 

S = 2

local-realism 

quantum 

S = 2 2

S = 4

S = A1B1 + A1B2 + A2B1 − A2B2

Convex set of non-signaling 
 correlations  



Device independent!

LOOPHOLE FREE VIOLATION OF BELL’S INEQUALITY ESSENTIAL 

A1,A2 B1,B2
EVE 

SUPERIOR 
QUANTUM 

TECHNOLOGY 

 Made by Eve  Made by Eve 

S = A1B1 + A1B2 + A2B1 − A2B2



Assumptions!

Aliceʼs and Bobʼs labs are secure - no information leaks"

Alice and Bob have free will and can choose their observables"

Alice and Bob control and trust devices in their labs "

Alice and Bob know the carriers, e.g. dimensionality of associated Hilbert space"

EVE  
WITH 

SUPERIOR 
QUANTUM 

TECHNOLOGY 



Parametric down conversion 

Entangled photons 

Polarizing filters  
& photodetectors 

Optical fibers 

Early days: DRA Malvern – Oxford 1990 

Polarizing filters  
& photodetectors John Rarity, Paul Tapster & A.E.  



Quantum cryptography today…!



Post-quantum crypto tomorrow !

loop-hole free violation of Bell inequalities  



When “reality” happens and how?!

-1	

+1	



no “reality” 
???? 

“reality” 



CRITERIA FOR THE BOUNDARIES ? 

Swiss cheese reality!

QUANTUM 

CLASSICAL 

WEIRD THINGS  
HAPPEN HERE 



So what is the story with this reality?!

EPR VISION OF REALITY 
IS TOO SIMPLISTIC 

IS EVERETT’S MULTIVERSE 
A GOOD SUBSTITUTE? 

IMPACT ON SECURITY? 



To boldly go where no man has gone before… 


